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Partners

The EU-project VirtuWind will demonstrate the technical and economic benefits of
introducing an open, modular and secure control infrastructure for the wind energy
industry. Following are the 5 key objectives of VirtuWind:

VIRTUWIND

1. Realize industrial-grade Quality of Service (QoS) for intra-domain Software
Defined Networking (SDN) solution
VirtuWind aims to extend SDN and NFV with industrial-grade QoS capabilities and
to validate the intra-domain solution through prototyping and lab testing.

industrial network
prototype deployed

Technische Universität Munchen, DE

in operational

2. Guarantee inter-domain QoS for SDN based multi-operator ecosystem
VirtuWind will develop mechanisms that allow access to SDN-enabled network
infrastructure in different operator environments to enforce a QoS path through
multi operator domains.

Foundation for Research
and Technology - Hellas, GR

3. Reduce time and cost for service provisioning and network maintenance
VirtuWind will specify and develop a suitable SDN northbound interface allowing
applications to easily request communication services. Centralized control systems via SDN will take much less time to install, commission and maintain. This
will bring programmability to the industrial network, thus increasing the velocity
of service provisioning and reconfiguration.

King’s College London, UK

Intracom S.A. Telecom Solutions, GR

4. Assure security-by-design for the SDN and Network Function Virtualisation
(NFV) ecosystem
Introducing concepts like SDN and NFV for critical infrastructures requires careful
investigation of the new security risks, as new threats may arise which never
before existed in legacy systems. VirtuWind will establish a comprehensive threat
and risk framework for industry-grade SDN networks.

Worldsensing S.L., ES

Deutsche Telekom, DE

5. Field trial of intra- and inter-domain SDN and NFV prototype
The developed SDN and NFV solution will be set up and demonstrated at a field trial
in the "Floe" Wind Park located in Brande, Denmark.

Intel Research & Development Ireland
Limited, IE

NEC Europe Limited, UK

Project title: Virtual and programmable industrial network prototype
deployed in operational Wind park (VirtuWind)
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VirtuWind target objectives

Contact

NSP: Network Service Provider
NBI: North Bound Interface
SDNI: SDN Interface between NSPs
SCADA: Supervisory Control And Data Acquisition

Virtual
and programmable

Siemens AG, DE

Project Coordinator: Vivek Kulkarni, M.S., MBA
Siemens AG • Otto-Hahn-Ring 6 • D-81739 Munich, Germany • Email: vivekkulkarni@siemens.com • Tel: +49 89 636-634784

Objectives

Wind park

http://www.virtuwind.eu
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Scope

Impact

The VirtuWind project will develop and demonstrate a SDN & NFV ecosystem in real wind parks as a representative use case of industrial networks.
The ecosystem will be based on an open, modular and secure framework
showcasing a prototype for intra-domain and inter-domain scenarios.
VirtuWind will validate the economic viability of the demonstrated solution. The wind park control network has been chosen as a professional
application in VirtuWind as wind energy has now established itself as a
mainstream of sustainable energy generation. VirtuWind envisions lower
capital expenditure and operational expenditure costs in control network
infrastructure; thus will assist wind energy industry to achieve cost reductions. Further applicability of VirtuWind solution in other industrial
domains will bring multifold benefits in their communication networks.

Despite being capital intensive, wind energy is one of the most cost-effective renewable technologies in terms of the cost per kWh of electricity generated and it is measured as Levelized Cost of Electricity - (LCOE):

LCOE=

Lifetime cost
Lifetime Electricity Production

The future of wind energy, however, will depend on the ability of the industry to continue to achieve cost reductions and, ultimately, to achieve cost parity with conventional sources of power generation. The main goal of VirtuWind is to adapt SDN as per
requirements in industrial networks by developing novel SDN-based mechanisms to
reduce CAPEX and OPEX, in demonstrable & operational industrial communication
networks of wind parks, and thereby reduce the LCOE of wind energy. VirtuWind
applicability will not be limited to wind parks but also in several other industrial
domains.

With anticipated exponential growth of connected devices, future networks require an open solutions architecture facilitated by standards and
a strong ecosystem. Such devices need an easy interface to the connected
network to request the kind of communication service characterized by
guarantees about bandwidth, delay, jitter, packet loss or redundancy. In
response, the network should grant the requested network resources automatically and program the intermediate networking devices based on
device profile and privileges. A similar requirement also comes from business applications where application itself asks for particular network
resources based on its needs. Software Defined Networking (SDN) and
Network Function Virtualisation (NFV) provide promising combination
leading to programmable connectivity, rapid service provisioning and service chaining.

Wind park network as representative industrial network

Concept
Challenges
VirtuWind will overcome a number of identified challenges, including:
•
•
•
•
•

Secure and reliable access to equipment at remote industrial installations.
Individual access control for multiple stakeholders.
Lowering costs during commissioning and deployment of network
infrastructure.
Scalable industrial network management solutions.
Effective deployment of network services.

http://www.virtuwind.eu

Applications are becoming more and more networked and distributed, especially in
industrial domains like Smart Grid, factory automation, process automation, transportation and logistics, all with very stringent requirements:
•
•
•
•

High engineering, operations and maintenance effort, requiring communication efforts.
Failure prone configuration of the network devices and services.
Significant (planned) down times when changing and upgrading the systems.
Restricted interoperability of the devices and solutions of different vendors.

VirtuWind investigates the use of SDN and NFV in industrial networks to address
these requirements. The SDN paradigm offers:
•
•
•

Significantly reduced capital expenditures (CAPEX) and operational expenditures (OPEX).
Plug and play during system setup and extension with no downtime.
Full interoperability of multi-vendor scenarios due to clear separation of
concerns.

NFV reduces costs by replacing specialized hardware with generic IT servers. SDN and
NFV enabled networks have been shown to be much more easily manageable than
traditional networks, making them suitable for the highly complex nature of industrial control networks. To meet requirements of an industrial context, SDN and NFV
need to be enhanced to provide industrial-grade QoS.

